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Appicaptor
Framework for App Security Tests



[image: ]
Which apps are safe to install on the company tablet or smartphone? Allowing the staff to use apps indiscriminately may endanger the company’s own security. Many app developers do not have sufficient IT security knowledge, which frequently leads to inadvertent vulnerabilities. App stores may check for malware, but specific
app security features and correct implementation are not the subject to verification. Fraunhofer SIT has developed the »Appicaptor« test framework exactly with this scenario in mind, giving enterprises an opportunity to automatically check if apps are compliant with their IT security policy.


iOS and Android
»Appicaptor« generates an individual test report for enterprises for each app and each operating system, with the analysis being carried out automatically. These management reports are understandable also for people without deep IT security knowledge. The system issues a warning when vulnerabilities or the insecure use of sensitive data are detected, or immediately integrates automatically the results of the analysis into the Enterprise Mobility Management System. Since apps are often revised and new insights emerge concerning weaknesses and implementation errors, »Appicaptor« repeats the tests regularly as well, thus constantly evaluating the security features based on the latest technological knowledge.


Range of Services
	„„App tests with cyclic update of the respective app security assessment    
	Recommendation of safer apps depending on their functionality and safety requirements
	Concepts for the secure use of mobile devices (integrated mobile device management)
	„„Technical consultation
	IT security guidelines
	„„Providing app recommendation lists (whitelist / blacklist)
	„„Support in secure app development
	„„Automatic basic tests and compliance checks
	„„In-depth manual app vulnerability analyses
	„„Expert tests of app binaries and app source code audits
	„„Development of concepts, procedures and tools for IT securityesting of mobile services and devices

For requesting a sample report send an email to an appicaptor@remove.this.sit.fraunhofer.de
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Dr. Jens Heider
Head of Testlab Mobile Security
+49 6151 869-233
jens.heider@remove.this.sit.fraunhofer.de
	Phone	+49 6151 869-233
		send email

Rheinstr. 75
64295 Darmstadt
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	13.02.2024
Security Implications of Apple ID Switching and Keychain Merging in COPE Mobile Environments
	9.10.2023
Trivial Bypass of iOS MDM Restrictions Apple doesn’t fix
	29.06.2023
Device Fingerprinting on iOS Apps
	20.03.2023
Insecure Cryptography Usage: Tracing Cryptographic Agility in Android and iOS Apps
	19.10.2022
Visit us on it-sa 2022
	8.02.2022
Content Security Policy – Important Defense in Depth missing for many Apps
	16.12.2021
Concerns about Apache Log4j in Android Apps





More Information
	Product Sheet
 (PDF, 303 KB)
	Appicaptor Blog
	Challenges and strategies for dealing with apps in the enterprise environment
(in German) (PDF, 247 KB)
	Appicaptor Security Index 2019
(in German) (PDF, 2.08 MB)





Project Support
Investment into your future
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The investments for this development were co-financed by the EC’s European Regional Development Fund and the State of Hesse.
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Germany


Phone +49 6151 869-100
Fax +49 6151 869-224
info@remove.this.sit.fraunhofer.de
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Service
... sign up and receive the latest news in IT security.
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Be up-to-date
Follow us on our social media channels

[image: Facebook]
[image: Twitter]
[image: YouTube]read more



	© Fraunhofer-Gesellschaft
	Sitemap
	Imprint
	Privacy Statement










